
enSilo security research and forensics teams continue to monitor an increase in the number    
of malware attacks using “fileless” techniques capable of evading traditional endpoint security 
and some next-generation defenses. Unlike file-based malware which executes by writing to 
disk and is easier to detect using traditional methods that monitor the file system, fileless 
malware uses several methods that execute without having to drop files. Once the attack has 
landed on the device, they often deploy “living off the land techniques” meaning they abuse 
built in programs and functions of the Windows operating system to fully execute the attack.
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UNLIKE FILE-BASED MALWARE WHICH EXECUTES BY WRITING TO 
DISK AND IS EASIER TO DETECT USING TRADITIONAL METHODS THAT 
MONITOR THE FILE SYSTEM, FILELESS MALWARE USES SEVERAL 
METHODS THAT EXECUTE WITHOUT HAVING TO DROP FILES.

KEY INSIGHTS
Evades detection by avoiding 
interaction with the filesystem 
and leveraging scripts that run 
in approved programs 
including built-in OS tools such 
as PowerShell

Detection of fileless malware 
attacks requires visibility into 
the entire attack chain to 
identify suspicious methods 
used to execute applications

Stores malicious code residing in 
memory or in the system 
registry and can remove 
persistency settings

There are three common types of fileless malware attacks:*

Exploit of a vulnerability in an already-approved application that enables the attacker to 
run its code with the same privileges as the application. In this case, the payload will exist 
only in-memory.

Script-based attacks use interpreted code, such as VBscript and PowerShell, and Windows 
utilities (e.g., the Windows Management Instrumentation Command-line [WMIC]), which 
can be exploited to run malicious scripts which don’t write to disk. 

Malicious code stored in registry keys or bootkits are often considered fileless because 
they don’t store the malicious code in an expected location and evade detection as a result.

What makes these attacks more common is that they are relatively easy to execute for the 

skilled attacker and are largely successful because they can bypass traditional defenses. 

Typically approaches include initial exploitation through a specially crafted Microsoft Word file, 

followed by an in-memory execution of a script which attempts to establish persistence and 

communicate externally to download more malicious code. According to research performed 

by enSilo, the script-based attacks are the most common which correlates with an increase in 

the number of events which include a malicious attempt to use PowerShell.

*enSilo research 2018;“Get Ready for 'Fileless' Malware Attacks”, Gartner, February, 2017
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ABOUT ENSILO
enSilo comprehensively secures the 
endpoint pre- and post-infec- tion. 
enSilo automates and orchestrates 
detection, prevention and automated 
real-time response against 
advanced malware and ransomware 
without burdening cybersecurity 
staff. enSilo’s single lightweight 
agent includes next generation 
antivirus (NGAV), application 
communication control, automated 
endpoint detection and response 
(EDR) with real-time blocking, threat 
hunting, incident response and 
virtual patching capabilities. 
Coupled with a patented approach 
that has full system visibility, 
enSilo’s endpoint security solution 
stops modern malware with a high 
degree of precision and intuitive 
user interface. Cybersecurity staff 
with enSilo can effectively manage 
malware threats without alert 
fatigue, excessive dwell time or 
breach anxiety. enSilo’s cloud 
management platform is flexible and 
extensible to meet operational 
needs that stop malware impact.

The enSilo Endpoint Security Platofrm analyzes the entire attack chain - the sequence of 
events leading up to a malicious action including establishing a network connection or 
performing a r/w action on the disk.

enSilo detects malicious code running in memory even in approved processes and therefore 
able to block attacks by 0-day exploits.

enSilo prevents damage caused by multi-stage attacks in which fileless malware attempts to 
perform multiple malicious actions after the initial infection. This includes blocking attempts to 
encrypt files.

Using Communication Control, enSilo can block only the malicious outbound communications 
associated with the malware, preventing the device from being exploit, or restrict 
communications of critical processes that have been injected with malicious code, ensuring 
users and systems remain productive until the threat is remediated.

1.

2.

3.

4.

CactusTorch is a framework designed to generate malicious payloads and is based on the tool 
DotNetToJScript which is designed to load and execute .NET executables straight from memory. 
The following event graph shows how the enSilo Endpoint Security Platform detects the attempt 
to execute the malicious .NET executable from memory:

CACTUSTORCH

Ursnif is a well-known trojan that was used in a recent targeted spam campaign. The initial infection was delivered via spam emails that contained 
a VBE script which later executes PowerShell and abuses certutil.exe to download the trojan’s payload. As illustrated in the following event graph, 
enSilo detects and prevents the communication attempt needed to download the payload therefore blocking the attack:

URSNIF

Microsoft Office documents are a very common target for inserting initial code that runs in a fileless fashion and attempts to download the 
main payload of the malware. The common flow involves Microsoft Office macros - code that ultimately uses PowerShell to download its 
main logic. As seen in the following event graph, enSilo detects the execution of the malicious script from the winword.exe process and 
prevents PowerShell from downloading the payload and infecting the system:

COMMON DROPPERS

Process 
winlogon.exe

Process 
userinit.exe

Process 
explorer.exe

Process
WINWORD.EXE

ConsoleApp1.exe

1 Create 2 Create 3 Create 4 Load
Uncomfirmed Exectable

 Block 
ENSILO

Process 
powershell.exe

4 Create 5 Create

Process
WINWORD.EXE

Process 
cmd.exe

6 Connect
Suspicious Application

Block 
ENSILO

Connection
88.208.252.82

Process 
powershell.exe

4 Create

Process 
wscript.exe

5 Connect
Suspicious Application

Block 
ENSILO

Connection
192.64.119.237


